Telework on Mac with Citrix

Overview

The purpose of this document is to provide Mac users with the steps needed to login to

https://telework.aoc.gov. The instructions will cover verifying pre-requisites such as macOS and Citrix
client versions. The instructions will also cover additional actions needed if any of the pre-requisites are
not met, along with helpful suggestions that can make the entire connection process much easier.
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Procedure

1. Verify macOS and Chrome versions

a. To verify your version of macOS is at least version 10.13.6, click on the Apple logo in the top left
corner of your screen and click “About this Mac”

@ Displays Storage Support Service
If you find your
: ; macOS is older
macOS High Sierra than 10.13.6, you
can upgrade for
MacBook (Retina, 12-inch, Early 2015) free by V|S|t|ng the
Processor 1.1 GHz Intel Core M macOS product page.

Memory 8 GB 1600 MHz DDR3

Startup Disk Mac

Graphics Intel HD Graphics 5300 1536 MB
Serial Number CO2PTOYSB8FWW3

System Report... Software Update...

b. Open Chrome, click “Chrome” in the top menu bar and then click “About Google Chrome.” Verify
the version is at least 69.0.3497.100.

About Chrome

G Google Chrome

© Google Chrome is up to date
Version 69.0.3497.100 {Official Build) (64-bit)


https://telework.aoc.gov/
https://itunes.apple.com/us/app/macos-mojave/id1398502828?mt=12
https://itunes.apple.com/us/app/macos-mojave/id1398502828?mt=12

If your computer does not have
Google Chrome installed or the
version is older than 60.0.3497.100,
you can download it free by visiting
the Chrome web
browser product page.

Verify Citrix Workspace and Citrix HDX RealTime Media Engine versions

This section is for verifying already installed Citrix software. If you have never used this
computer to connect to Citrix before, you can skip this and move to the next section,
“Install Citrix Workspace and Citrix HDX Real Time Media Engine.”

Verify Citrix Workspace version S| Window Help
a. Click on the desktop to bring up Finder and then click Select Startup Disk on Desktop
“Applications” under the “Go” menu. A Applications
», Utilities
Go to Folder... ©¥C
Connect to Server... #K

b. Locate and click on “Citrix Workspace” and verify the version is at least 18.9.0.

@ ® ¥ Applications
< 2 = E STER LY R =)
= Wi e The Citrix client was
B I e e oot recently renamed from
| Ado: 01...0f 3 om0 q om0

S ¢ oo Citrix Receiver to Citrix
(&) Desktop @ Apple Configurator 2 L.

(5 ocuments | 8 Atoc ’ Workspace. If Citrix

© oownioncs | ! sccasone Receiver is currently installed

[ common &'« AutoDMO : L.

@ creamc, || & Arcrete Citrix Workspace or a version of Citrix

Loy s 0 Workspace older than 18.9.0 is
(£ Macintosh.. (& Carbon Copy Cloner 2 ted Friday, September 21, 2018 at 2:45 AM .

@ RemoteDi.. Charkes Moified Friday, December 14, 2018 a 1031 AM currently installed, then follow

= 4 Chess 1 Friday, January 4, 2019 at 9:58 AM

& Rocoverr. g g - the steps provided in the next

Shered @ Citrix Workspace Ao Y

. amiens _ section, “Install Citrix
Workspace and Citrix HDX
RealTime Media Engine.”


https://www.google.com/chrome/
https://www.google.com/chrome/
https://www.google.com/chrome/
https://www.google.com/chrome/

Verify Citrix HDX RealTime Media Engine version Finder File Edit View Go
About This Mac [

c. Click on the Apple in the top left corner and then click on Systec Preforsncnn..

allo »
“System Preferences”. App Store...
Recent Items >
Force Quit Finder XO0#ED ‘
d. Click on “Citrix HD...ia Engine” and verify the version is 2.6.0.2030 or later. @

Citrix HD...ia Engine

[ ] £ i Citrix HDX RealTime Media Engine
If the current installed version is

Citrix HDX RealTime Media Engine
_ older than 2.6.0.2030, then
proceed to the next section,

“Install Citrix Workspace
and Citrix HDX RealTime Median
Engine.”

Install Citrix Workspace and Citrix HDX RealTime Media Engine Install Citrix Workspace

a. Open Chrome and navigate to telework.aoc.gov and

. " . ) 41 Step 1 - Install Citrix Receiver
click on “Download Citrix Receiver for Mac”.

The Citrix Receiver provides access to network
drives, desktop items, documents and even saved
favorites, all within a . To connect to
your virtual desktop, install the appropriate client
below:

Windows Users

Mac Users

b. Open the downloaded file and double click on the “Install aes Citri Workspace
Citrix Workspace” icon.

Follow the installer prompts to complete the installation.

>

Install Citrix Workspace Uninstall Citrix Workspace



Install Citrix HDX RealTime Media Engine

c. Return to Chrome and click on “Download HDX RealTime Media Engine for Mac”.

d. Open the downloaded file and double click on the ece HOXRealTimeMedisEngine
“Install HDXRealTime...iaEngine” icon. .
L 4 A
nstall Uninstall
Follow the installer prompts to complete the installation. HOXReTime. aEngine.okp | HOXRealTimeMedaEngine

Connect to telework.aoc.gov

Apple has recently made some changes that affect how to connect to Citrix. While you
may be used to using the Safari browser, Google Chrome is now required.

a. Insert your smart card and make sure it lights up and blinks.

- This is very important as the smart card will not work if inserted upside down.

- Your Mac will display a SmartCard Pairing MacOS prompt, click "Pair"

SmartCard Pairing

Do you want to connect the inserted SmartCard with

2 Step 2 - Install HDX Plug-in the current user?

The HDX RealTime Media Engine plug-in for Citrix Card Identity: Certificate For PIV Authentication (S... B
Receiver is required to support Skype audio-video or

audio-only calls. Please install the appropriate

version below: Do not show again (O Pair |

Windows Users

Mac Users



https://www.google.com/chrome/
https://www.google.com/chrome/

- In the SmartCard Pairing prompt, it will request your Mac’s login password to authorize
pairing your smart card. Following that you will be asked to enter the PIN for your YubiKey
and click "OK"

SmartCard Pairing is trying to pair the current
user with the SmartCard identity.

Enter your password to allow this.

User Name: Linda

Password:

cancel [EZTHD

- If you are prompted to use your smart card with your login keychain, please select
cancel.

SmartCard Pairing wants to use the
"login” keychain.

- —

= H lease enter the keychain password.

Password: | |

Cancel | T

b. Open Chrome and go to
https://telework.aoc.gov If you have Chrome open already, close it. CMD-

Q all the way out of Chrome or go to Chrome,

Menu, Quit. If you don’t do this, your smart card
may not work properly resulting in “you can’t login
with a smartcard” error message.

c. Click on “Smart Card Login”

Smart Card Login

d. Verify your smart card is inserted correctly and click the image of the

) Insert your Smart Card
smart card to continue.

Click to Continue



https://telework.aoc.gov/
https://telework.aoc.gov/

e. Insert your smart card PIN

“Google Chrome" is trying to authenticate user.

Enter PIN to allow this.

PIN:

Cancel OK

f. Choose your username and click OK to continue.

Select a certificate

. Select a certificate to authenticate yourself to telework-sc.aoc.gov:443
LC

B Gorena, John (CTR) (AOC-CA-SUB01)

Show Certificate Cancel OK

g. If you see a prompt to “Open Citrix Workspace Launcher.app” select Open.

® telework-sc.aoc.gov,

Open Citrix Workspace Launcher.app?

htto

Open Citrix Workspace Launcher.app

Just a moment, we're detecting if Citrix Receiver is already

installed.

If Citrix Receiver is detected, you will see a window in a few seconds. Please
choose Launch Application.

CITRIX

Receiver

If no window appears, proceed to download.

® | agree with the




h. Review the license agreement and if you agree, check the box “I agree with the Citrix license
agreement” then select third link labeled “Already Installed”

CiTRIX

Receiver

Just a moment, we're detecting if Citrix Receiver is already
installed.

If Citrix Receiver is detected, you will see a window in a few seconds. Please
choose Launch Application.

If no window appears, proceed to download.

¥ | agree with the

Download



Access the Virtual Desktop

a. Click on the “AOC Windows 10 Standard” virtual desktop. Chrome will begin to download the
ICA file needed to establish the Citrix connection.

Desktops

All (1) Favorites (0)

AOC Windows 10
Standard

~

AOC Windows 10 Standard
Actions: Description:
Windows 10, Version 1503

ﬁ Add To Favorites

£ Restart

pen Files of This Type Y

® Q29udHJvbGXl...ica ~ Show in Finder



https://fileinfo.com/extension/ica
https://fileinfo.com/extension/ica

b.

C.

When the download has finished — click on the
downloaded ICA file.

If this is your first time Opening

Citrix Workspace — You will be

prompted with the following

message. Click “Open Security
Preferences”.

~

next to the

Make sure to

Select “Always

Open Files of

This Tvoe”. This
will auto-launch the
virtual desktop the
next time.

System Extension Blocked

A program tried to load new system extension(s)
signed by "Citrix Systems, Inc.”. If you want to enable
these extensions, open Security & Privacy System
Preferences.

Open Security Preferences _E K

Svstem Preferences will onen the “Securitv & Privacv” pane. Click on “Allow” to allow the

Citrix Workspace extension to load properly.

System software from developer "Citrix Systems, Inc.” was blocked Allow

from loading.

Close all instances of Chrome. CMD-Q all the way out of Chrome or go to Chrome, Menu,

Quit.

Return to 5a and continue the instructions.

Once your Windows 10 desktop opens, you're ready to work. And

you're ready to use telework next time too.

. Welcome
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